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Amazon S3 A|ZF6}7]

® © ® / jBiling Management Consc X \

€« C f O https:/console.aws.amazon.com/ A

AWS v Services v v Global v Support v

Amazon S30|| XS}HHO| A

Welcome to Amazon Simple Storage Service Additional Information
Amazon S3 is storage for the Internet. It is designed to make web-scale computing easier for developers. Getting Started Guide create Bucket
Amazon S3 provides a simple web services interface that can be used to store and retrieve any amount of data, at any time, from Documentation

anywhere on the web. It gives any developer access to the same highly scalable, reliable, secure, fast, inexpensive infrastructure

. X o o All S3 Resources EOCO L=
that Amazon uses to run its own global network of web sites. The service aims to maximize benefits of scale and to pass those —— —_—
—= T 4 .

benefits on to developers.

You can read, write, and delete objects ranging in size from 1 byte to 5 terabytes each. The number of objects you can store is

unlimited. Each object is stored in a bucket with a unique key that you assign.

Get started by simply creating a bucket and uploading a test object, for example a photo or .txt file.

Create Bucket

S3 at a glance
Create Add Manage OI'OIAHII;AI *E"?;lxloil*.l OE.I%OI 5

USOIS ST AH ITYUX| CEOSS
®@ @ ° 7148HALPE? .. HE2 3
“eFS0l"YLIct. TS =
Regions. You can choose a Region to S3 durably stores your data in multiple lifecycle management capabilities, 7H EEE

% Ot0[Z0] E{ZILICE.

Create a bucket in one of several Upload objects to your bucket. Amazon Manage your data with Amazon S3's

optimize for latency, minimize costs, or facilities and on multiple devices within including the ability to automatically

A7 webservices
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W#  AWS v  Services v  Edit v Global v Support v H‘Izkl Ol%% ED'”?_I I:llol:ll _-I 7|' |:||E_|
Welcome to Amazon Simple Storage Service Additional Information X0 QS = oL, EESH Zo=Z
Amazon 3 storagefrthe nfemel.lisdesined 1 make wetscae compin easieror Gatinn Statc Guids StL|C}.

; ; Create a Bucket - Select a Bucket Name and Region
Amazon S3 provides a simple we

anywhere on the web. It gives al

that Amazon uses fo uniSOWRY 4 ot is 2 container for objects stored in Amazon S3. When creating a bucket, you can choose a -l_-Ll- ol O I X—I N I- =] E_l I—I ( Re I on )
SRS DA EREER: Region to optimize for latency, minimize costs, or address regulatory requirements. For more information E o= g =
You can read, write, and delete regarding bucket naming conventions, please visit the Amazon S3 documentation. A-I EH %I_ I__ E_
unlimited. Each object is stored L- 1 Hd | I- .
. : Bucket Name: = channy| (@) | L |_ |_O =712 AEHSH | |_
Get started by simply creating a _ — o
¥ S CIEES Fel= Ve s8= OEgLILL

Create Bucket Region: =~ Tokyo v

S3 at a glance

Set Up Logging > Cancel Aquon 530.“*1 x1xb5l_ O|° Dih

Create
. E|ME MeoioiEt s 2= H‘l"i\'ll x}2io|
@ @ @ oF R0j| 204 LtZL|Ct. okEtA, S3=
O =X AICIO| B|F OJX|= MEHT}
Create a bucket in one of several Upload objects rbucket. Amazon  Man; r data with Amazon S3 _|°= oA
BNy e e =

optlmlze for Iatency minimize costs, or facilities and on multiple devices within ~ including the ability to automatically

Q =20 © 2008 - 2015, Amazon Web Services, Inc. or s affiliates. All rights reserved.  Privacy Policy = Terms of Use

@ Feedback
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€« C fi [ hitps:/console.aws.amazon.com/ w ACt' 0 n E TE |D_:| ’ H-I il E
W AWS v Services v ; Global v Support v AH A AI. | | (@) | Eg %l.. A
Actions v None Properties Transfers (& 9A|$ L_l E_|-.
All Buckets (1) Create Bucket...
— Zesilue Bucket: channys3 X _ _
- S22 Tilo| SR8 Amsie gee
Bucket: channys3 E_ o I-
Hof| X|2Lt &

Owner: hyeonseok

Paste Into Ajl‘ O-IA |E 'Iil; giOHE1 D:|
|

o HA H
HZIL TS D5 ALF|SORR FHSBILICH

» Static Website Hosting

Refresh Region: Tokyo RE D E T 1
Creation Date: Thu Aug 13 01:01:05 GMT+900 2015 E [

IIi

» Logging

» Events

» Versioning — TN .
ey Amazon S3= A|(Object)

Xt ARt 5, SH M@ e

» Cross-Region Replication -1, 1O ™

 Tags I‘I’“""'LIEl B{72 SCX{ 2ojx|at
» Requester Pays UI ll.I‘E ;%: ;'—:UH ; = QEE
fg'xl' Holat £ YE{HlojAZ
BeL|ct.
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® © ® /| Biling Management Cons: x ||
o

& C ff [ https://console.aws.amazon.com/
Global v Support v

l’l AWS v  Services v v
[ ate Folder  Actions v None m Transfers (]
Cancel %

wpivdad - Select Files and Folders

q Upload to: All Buckets / channys3

To upload files (up to 5 TB each) to Amazon S3, click Add Files. To upload whole folders to Amazon S3, click Enable Enhanced Uploader
(BE which can take up to 2 minutes as it downloads a Java™ Applet (requires Java SE 7 Update 51 or later r). To remove files already
selected’ click the X to the far right of the file name. -

X

[W] AMAZON_REDSHIFT.png (270.7 KB)

[W] AWS_EURORA.jpg (22.1 KB)

O Add Files O Remove Selected Files Enable Enhanced Uploader (BETA)

Total upload size: 292.8 KB

Set Details - = Start Upload sancel

Privacy Policy Terms of Use

@ Feedback (@ #20]

HZ! LHo A 25

=
=
0As g+ JASLICH

Upload

Mo
I
g
[2)

~J

=2 MZ22 IS

Upload&

None Properties Transfers

O EZ AICIO None2 20 ESE0t
Ho|0§, PropertiesE +2M £
MHE 2|2 TransfersS +20

M AEHES 8 $ YBLIC
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eoce Billing Management Consc X

€« C f O https:/console.aws.amazon.com/ A

W AWS v Services v Global v Support v

Upload Create Folder  Actions v None Properties Transfers &

All Buckets / channys3 Open

Name Size H . H
Downioad Object: AWS_EURORA.jpg x
E] AMAZON_REDSHIFT.png Create Folder. 270.7 KB
® [M] Aws_EURORA g 22.1KB Bucket: channys3
! Name: AWS_EURORA.jpg
B image " Link: 9 https:/s3-ap-northeast-1.amazonaws.com/channys3/AWS_EUR
Make Public ORA.jpg
Size: 22702
Last Modified: Thu Aug 13 01:17:02 GMT+900 2015
Owner: hyeonseok
Delete ETag: 755d2d16d03e4ch2364132a6e4f74e38
Expiry Date: None
Initiate Restore Expiration Rule:  N/A
Cut » Details
Copy » Permissions

Paste
» Metadata

Properties

S EEESS

https://s3-ap-northeast-1.amazonaws.co /AWS_EURORA.jpg
https:// S3-ap-northeast-1.amazonaws.com/AWS EURORA. |

ol S MEHSE D “Actions’S
5

=
20 st 7|52 SaE 4
Fa

=20 =01t Link A2
M&TtseiL

4| OFO|22 HIZ7H, RSSOIO|Z20|™ J7HIL|CE

Amazon S32] BE Hi|= HojE
URLS 7IXio§, QIE{LlIS SOl TS
Ql2L|C} 7|=2%i0 2 H|Z 7] AtER2
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E7Z0I Z 2 oHpj|7{|at Aldixio =

S7Hot= 7IS S MIZELICt

amazon

webservices



CHA 4. 02 P=E =2
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e 00 & Amazon (HTTPS)

(s L Z

O wisory  gonjour

Rackspace Cloudfiles
identity.api.rackspacecloud.com
https://cyberduck@identity.api.rackspacecloud.com/

Amazon (HTTPS)
s3.amazonaws.com
https://AKIAIUTNSUDAA36D3RLQ@s3.amazonaws.com/

Cyberduck
cyberduck.ch
sftp://dkocher@cyberduck.ch/

Google Cloud Storage
storage.googleapis.com
https://408246103372@storage.googleapis.com/

HP Cloud
region-a.geo-1.identity.hpcloudsvc.com

18 Bookmarks

https://cyberduck.io/

Accounts | Buckets | Files Tools Help
Buckets | Creste New Bucket CtrieN
e Newbuc §§  Delete Bucket Del t Path: ¥
L |E Refresh Buckets lis 53 =
- Sae Type Last Modified Storage Class
L@ Copy ANl Filesto.
= ‘ ) IC04217 PG 428MB  JPGFile 0801201312560 STANDARD
& (3 Download Al Files to.. 08.01.2013 1256:10
- &  Edit Permissions (ACL) Ctrisl IC04219.0PG  439MB  JPGFile 080120131256.10 STANDARD
— & Add Bxternal Bucket CtrisE IC04224 PG~ 397MB  JPGFile 0801.20131256:10 STANDARD
8+ MountesWindowsDrive CleM  [CO42250PG  406MB  JPGFile 08012013125610 STANDARD
o IC04226. PG 417MB  JPGFile 08.01.20131256:10 STANDARD
S e C042270PG  394MB  JPGFile 08012013125610 STANDARD
€  Edit Bucket Policy Ctr+0
£J _Edit Logging Settings CulsG @ Upload ~ a Delete E New Folder a Refresh
4 Edit Website C jon  Ctrle W
Tasks (7) 4 Lifecycle Configuration.. Ctris] ]Vmions]Eve MLW\
' Cost Allocation Tags.. Cerle T
Task 45 CORS Configuration.. CuleR Size %  Progress Status Speed
4 Uploal 4668065 8564 NN  Running 460,00 KB/s
FUpload D GenersteWebURLGL. U |yzoozey 4500 e Running 276.00K8/s
4 Upload #f  Change Storage Class to .. » | 4629556 438 p— Running 22800KB/s
4 Uploa 4461281 9545 I Running 500.00 KB/s
Server Side En c
fUploa] ¥ ServerSide Eneryption * l4266164 7527 pmm———= Running 37200K8/s
4 Uploaq @  Cloudfront > |4478367 6535 SN Running 356.00 KB/s
WUpload(d)  properties Curlep 4639527 2966 m_— Running 152.00 kB/s
B Running (7) | % Queued ® Stopped # Falled X All(7) By startal W pause Al @ Cancel All

https://s3browser.com

A7 webservices



oH IDQ} S = o YA?

O 066 Cyberduck (Unregistered ) =

Add New Account online help

% Enter new account details and click Add new account

S3 (Amazon Simple Storage Service)

Account Name:

s3.staging

Server: | s3.amazonaws.com |v] Port: 443
URL: https://@s3.amazonaws.com:443/

Username: ‘Access Key ID

You can assign any name to your account

' Storage Type:
' Amazon S3 Storage

Choose the storage you want to work with. Default value is Amazon S3 Storage

Password: ‘Secret Access Key

[} Anonymous Login
[_) Add to Keychain Access Key ID:

AKIAJ5C4RDXLXLXTPY3Q

Access Key ID can be found here: https://console.aws.amazon.comfiam/home?#security_credential

@ [ Cancel ] %—Genneet—-}

v More Options Secret Access Key:
Path: | '
Secret Access Key can be found here: https://console.aws.amazon.comfiam/home?#security_credential
Connect Mode: = Default =
["] Encrypt Access Keys with a password:
Encoding: Default : P 4 pas

|| Use Public Key Authentication

No private key selected Tum this option on if you want to protect your Access Keys with a master password

[+]2] =

0 Bookmarks

Click here to sign up for Amazon S3..

[ Mo, | [ @]

7 webservices
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AWS IAM A|EH51H7|

© © ® /i siling Management Consc x ||\
€« C f O https:/console.aws.amazon.com/
'ﬁl AWS v  Services v
Pashboard . Welcome to Identity and Access Management
Details IAM users sign-in link:
Groups https://mozkr.signin.aws.amazon.com/console  customize | Copy Link
Users |IAM Resources
Roles Users: 1 Roles: 1
Policies Groups: 0 Identity Providers: 0

Identity Providers
Account Settings

Credential Report

Encryption Keys

Customer Managed Policies: 0

Security Status — 2 out of 5 complete.
Delete your root access keys v
A\ Activate MFA on your root account v
Create individual IAM users v
A Use groups to assign permissions v
A Apply an IAM password policy v

Global v Support v

Feature Spotlight

Introduction to AWS IAM

-

e

< >

Additional
Information

IAM documentation

Web Identity Federation
Playground

Policy Simulator
Videos, |IAM release

history and additional
resources

-

Amazon S30f| M2 7ts§t
ANEXE MM
ZZ2Osoz Ma

AEXt2| Access Key2f Secret2
Ao B

S3 E20[E
£3517| 9|5t

otzlsLICt.

AWS IAMS & 230t
OITBI7| AWS MHIAE 0|2 &
USLICE S8 1AM ARt S0 A

7kX| “Security Status”E £0{74
BAZ 2= (gol  HIZvHEA
ORAIZ.

, Of2iE2
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CH7| 1. IAM AF2X} AHA

[ ]
€

® ' {1 Billing Management Consc x \
C i [ https:/console.aws.amazon.com/ Dk
W AWS v Services v Global v Support v
Dashboard Create New Users Iser Actions ~ c & e
‘
Details Showing 1 results
Groups
a p 4 | p, o o o s, A
Users ()  uUserName wrd Last Used Kevs _Ci Time %
Enter User Names:

Roles () 10of Create 1. 's3channy 19 ...
Policies User

2.
Identity Providers

3.
Account Settings

4.
Credential Report

5.

Encryption Keys

Maximum 64 characters each

& G 1erate an access key for each user

uscis need access keys to make secure REST or Query protocol
requests to AWS service APIs.

For users who need access to the AWS Management Console,
create a password in the Users panel after completing this wizard.

“Create New
57H77rx|

“‘Users”S MEHSID
Users’E MEHGHH

Qo™ O 2 O}O|C|E Ot &
UGLICE S3 AR 7hsE DS

“s3channy”E OS5 L|LC}.

ofojc| AHA A| “Generate an access
key for each user”& *ﬂﬂﬂl"ﬂ, e
AF2X 2 e 4R /=Xt 2

Access Key®?} Secret= 'E'_*; T
Ol&LICE S3 [ =271 5! API
£2179!1 A2 S0]| A2 7HSEHLICE

amazon

webservices



CHA| 2. AF2X} Credential A& Hi7|

0@ Billing Management Consc X
L

€€ =>C A rj https://console.aws.amazon.com/ <5

Your 1 User(s) have been created successfully.

Create User This is the last time these User security credentials will be available for download.

You can manage and recreate these credentials any time.
v Hide User Security Credentials

n s3channy
@

Access Key ID: SYYOGEGOYQJIQ
Secret Access Key: 1myCEr7q9vB3LrS1vMRFZDNpe1ceNNIpka
(@LLLY  Download Credentials

Access Key2t Secret= OHX| 2A| otojc|et 215 2F
ZSLICH ot2tM, 2|50 MO E0f74LE 22 A
QHEILICE SAl2tE L=E0| E[iCHH, ALEX} 2
2FHo{|IA XIS A2 2HEA 5= QlSL|C

‘ll
- ramazon
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Tl 3. AR Het X[E

eoce Billing Management Conso' x Wl

€« C f O https:/console.aws.amazon.com/ A

W AWS v Services v Global v Support v

Dashboard IAM > Users > s3channy
¢+ Summary

Details

User ARN: arn:aws:iam::939638020907:user/s3channy
Groups Has Password: No
Users Groups (for this 0
Roles user):

Path: /
Policies

Creation Time: 2015-08-13 02:42 UTC+0900

Identity Providers
Account Settings ~ Groups

Credential Report
P This user does not belong to any groups.

Add User to Groups

~ Permissions

Encryption Keys

Managed Policies ~

Attach Policy

‘mnlicies attached to this user.

[

MME| ALS RIS ME5HE, O
| B2,

& iaLct

o

°

| Attach

i}
ru

ol

otojc| 24 A] “Generate an access
key for each user”E M|3o}H, 2}
A2XPEZ HEd R /X2 H
Access Key2} Secret2 S+
QISLICE S3 /ML =231 ol AP|
210291 A230]| AL 7S LIt

amazon

webservices



oA 4. ArEXL B BM H FIl61)

® ® / Billing Management Consc X

\\in)

€« C f () https:/console.aws.amazon.com/ o

AWS ~ Services v v Global v Support v

Attach Policy Attach Policy

You can have up to two managed policies attached.

Filter: Policy Typ. ~ s3 Showing 2 results
Policy Name Attached Entities & Creation Time & Edited Time &

T AmazonS3FullAcc... 0 2015-02-07 03:40 ... 2015-02-07 03...

- AmazonS3ReadO... 0 2015-02-07 03:40 ... 2015-02-07 03...

Cance Attach Policy

AWS MH|A0]| CHol o]2] 2HSO0{T! CHUTH AFS X} 2Bt
TAS0| LIEHHLICE S3 HZES ojjo} 8tE2, 22|=

AmazonS3FullAccess HoHS MEHSHL|C} X} OX| S3
SejoliES HEES of=Al £ YBLICE

amazon

webservices



uklel o =
Ofx| S30f| u}E S H=E sHFAICH
O|X| {222 LHZt AEE 4= U= 5GBME| F& MBI MZSLICEH

\.-J Add New Account

Add New Account online help
Ega E details and click Add Accounts | Buckets | Files Tools  Help
nter new account details and clic new account Buckets |d Create New Bucket N
e Newbuc §§  Dedete Bucket Del t Path ¥
. r 2% Refresh Buckets list 2]
Account Name: s P S—r Sze Type LastModified Storage Class
. gD CoPyARFeto- IC04217PG  428MB  JPGFile 08012013125670 STANDARD
s3staging | P Dovmiosd Al Fles o C04218.PG _[387MB | JPG File [ 08012013 1256:10 | STANDARD _|
You can assign any name to your account &0 |48  EditPermissions (ACL) Criel  [CO219PG  439MB  JPGFile 08012013125610 STANDARD
£ |k Add Externsl Bucket CtieE  C04224JPG  397MB  JPGFile 080120131256:10 STANDARD
_ 8+ MountesWindowsDrive  Ctlem  [CO42250PG  406MB  JPGFile 0801.2013125610 STANDARD
Storage Type: iy IC04226 PG 417MB  JPGFile 0801201312560 STANDARD
et R jocc chareo e C042270°G  394MB  JPGFile 08012013125610 STANDARD
azon S3 Storage ©  EditBucket Policy -0
Choose the storage you want to work with. Default value is Amazon S3 Storage. £J _Edit Logging Settings Cubs6 wnload [._3 Upload ~ [!_g Delete "—* New Folder L_?_g Refresh
4 Edit Website Configuration  CtrleW -
Access Key 1D: Tasks (7) 4 Lifecycle Configuration.. Ctrie] ]Vmions l EventLog
% Cost Allocation Tags.. Crrle T frevew | Vemions | Event o]
AKIAJSC4RDXLXLXTPY3Q Task %4 CORS Configuration. bR Size %  Progress Staws Speed
. 4 Uploa 4668065 8564 ———— Running 46000K8/s
Access Key ID can be found here: https://console.aws.amazon.com/iam/home?#security_credential 4 Uploa [® Generste Web URL(s).. Ctrl-U 4757780 4390 p— . Running 276.00KB/s
W Upload #f  Change Storage Class to » 4629556 4318 — Running 22800 KB/s
Secret Access Key: 4 Uploa 4461281 9545 N Running 500,00 KB/s
f Uploaq > Server Sude Encyption . * |a266164 7527 pmm——m  Running 37200K8/s
4 Uploag ®  Cloudfront » |4478367 6535 | u— Running 356.00 KB/s
. Upload 7 4639527 2966 Runnin 15200 KB/s
Secret Access Key can be found here: https://console.aws.amazon.comfiam/home?#security_credential e A Properties CuleP - nning g
[] Encrypt Access Keys with a password:
# Running (7) | 2. Queued ® Stopped B Failed X Al (7) By start Al W pause Al @, Cancel All
Turn this option on if you want to protect your Access Keys with a master password. =

Click here to sign up for Amazon S3..

<2 Add new account kJ l @ Cancel ]

A7 webservices



Amazon S3 ZHA H AO|E S AE

eoce Billing Management Consc X

€« C f O https:/console.aws.amazon.com/

Oiel=2l 32
WF AWS v Services v y Global v Support v

—
sanop OFL| 2} ZHEbSt 9 AFO
Actions v None | Properties Transfers ¢ _CP_ AE] E 7|_ L 6|=| | E'l'- Ol Hlil E
= i H|O| X| I_t tEESE 7H 2l
g 0| H|

You can host your static website entirely on Amazon S3. Once you enable your
bucket for static website hosting, all your content is accessible to web browsers
via the Amazon S3 website endpoint for your bucket.

Endpoint: channys3.s3-website-ap-northeast-1.amazonaws.com A-I H-I

Each bucket serves a website namespace (e.g. "www.example.com"). Requests
for your host name (e.g. "example.com" or "www.example.com") can be routed
to the contents in your bucket. You can also redirect requests to another host
name (e.g. redirect "example.com" to "www.example.com"). See our
walkthrough for how to set up an Amazon S3 static website with your host name.

oHr

() Do not enable wehsite hosting

(@ Enable website hosting

Error [

» Edit Redirection Rules: You can set custom rules to automatically
redirect web page requests for specific content.

(U Redirect all requests to another host name

3 o

E{7! PropertiesOilA “Static Web
Site Hosting” 2 {1Ei6} 1 EnableS
AIZL|ct A=t E Hoiz
index.htmlE X[&o}M ElL|Ct. URL
& A HEZ ZY[0XI7} LIEFLICE.
BE u2 AJH AFEHo{of TLict.

amazon
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°
c #

[ ]
«

Billing Management Consc X |

£ https://console.aws.amazon.com/

Services v Global v

channyblog

Bucket:

channyblog

Tokyo

Tue Aug 04 11:56:01 GMT+900 2015
channyyun

Bucket:
Region:
Creation Date:
Owner:

~ Permissions

You can control access to the bucket and its contents using access policies. Learn more.

Grantee: channyyun # List @Upload/Delete  View Permissions ™ Edit Permissions

© Add more permissions 7 Edit bucket policy = 51 Add CORS Configuration

32, ®A 2N Yug

ol c>ﬂ—

—

Lp 0| H|S7H & E
F7}510d

.
Bucket Policy Editor Cancel | X
Policy for Bucket : "channyblog"
Add a new policy or edit an existing bucket policy in the text area below. Learn more.
{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "PublicReadGetObject",
"Effect": "Allow",
"Principal": "*",
"Action": "s3:GetObject",
"Resource": "arn:aws:s3:::channyblog/*"
}
]
}
Yz
AWS Policy Generator | Sample Bucket Policies Delete | Close
J 1]
riiramazon
IF webservices




Tip2. qwikLABSOj|A 2 & S3

® ® / Billing Management Consc X

\\in)

€« C f [ hitps:/console.aws.amazon.com/

qwik LABS ~ WHATSAGWIKLAB? LABCATALOGUE PRICING FAGS CONTACT Language ~

Search for a Lab in our Catalogue

@ « Self-Paced Labs (Only Intro Series)

(S3)

Create New Account

Signin

Introduction to Amazon Simple Storage Service

Select Lab
D You will need to sign in before starting the lab and viewing the instructions

https://qwiklab.com/focuses/preview/1170

Description Lab Details First time?

Irst ime?/
&6356 WRAK: Tokens Required: FREE

¢ Getstarted by

: creating a new

This lab demonstrates how to use an Amazon S3 bucket and e Introductory accoun% or Sign In.
manage files, or object, that are stored in the bucket. You will Duration: 00hi15m e Find labs by
practice how to create a bucket, add an object, view an object, browsing Lab Topics,
move an object, and delete an object and bucket in the AWS Access Time: 00h:30m clicking on Popular
Management Console. For a demonstration, go to: Tags, or using Search.
https://www.youtube.com/watch?v=Yyraql9A_Rc Setup Time: 00 h:00 m .
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S3 AFEXL M
e http://docs.aws.amazon.com/ko_kr/AmazonS3/latest/gsg/GetStartedWithS3.
html

S3 & A2 AEAM

e http://docs.aws.amazon.com/ko_kr/AmazonS3/latest/UG/Welcome.html
S3 7 EtX} 2

e https://docs.aws.amazon.com/ko_kr/AmazonS3/latest/dev/Welcome.html
S3 Browser & ll SAE|I MOi B

e http://s3browser.com/how-to-host-static-website-on-amazon-s3.php
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Upload Create Folder

All Buckets / www.hartleybi

Name
[ ] D favicon.ico
® [ indexhtml
® [ resetcss
[ ] D scripts.js
[ ] D styles.css

L|CF.

Actions Vv

Open

Download
Create Folder...
Upload

Make Public
Rename

Delete
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Amazon CloudFront A|2I5}7]

[ ]
€

[ ] Billing Management Cons % :
C f O https:/console.aws.amazon.com/ ke
N#  AWS v Services v v Global v Support v
Distributi .
istributions Amazon CloudFront Getting Started (?)
What's New %

Either your search returned no results, or you do not have any distributions. Click the button below
to create a new CloudFront distribution. A distribution allows you to distribute content using a

Reports & Analytics worldwide network of edge locations that provide low latency and high data transfer speeds (learn

more)
Cache Statistics
Monitoring and Alarms Create Distribution
Popular Objects

Top Referrers
Usage

Viewers

Private Content

How-to Guide

Origin Access Identity

Amazon CloudFront= 8%
ZHIRS AEX VN2 X2
MESI0{ O W=7 0|85t =
EoF = MH|AQIL|CE “Create
Distribution’S =2 A|&FgtL|Ct,

Amazon CloudFront= 2J2|2
2tekeE 3 AL2817)7t ESLICE S3
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® Billing Management Consc X ||
C i [ https:/console.aws.amazon.com/ Dk
W AWS v Services v Global v Support v

Step 1: Select delivery method

Step 2: Create distribution

Select a delivery method for your contef.

Web

Create a web distribution if you want to:

e Speed up distribution of static and dynamic content, for example, .html, .css,
.php, and graphics files.

o Distribute media files using HTTP or HTTPS.

e Add, update, or delete objects, and submit data from web forms.

e Use live streaming to stream an event in real time.

You store your files in an origin — either an Amazon S3 bucket or a web server. After
you create the distribution, you can add more origins to the distribution.

Get Started

RTMP

Create an RTMP distribution to speed up distribution of your streaming media files using
Adobe Flash Media Server’s RTMP protocol. An RTMP distribution allows an end user to
begin playing a media file before the file has finished downloading from a CloudFront
edge location. Note the following:

o To create an RTMP distribution, you must store the media files in an Amazon S3
bucket.
o To use CloudFront live streaming, create a web distribution.
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Step 1: Select delivery metho Create Distribution 9 = O| | L—
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: rigin Settings > = = =
S0l ME 7550 A0 XtS0|
Origin Domain Name | i) o I A L E
Origin P< 1 nnys3.53.amazonaws.com o Mme | |-
— Flastic L oad Balancers — P
Origin I mozillakorea-ein- | & 1 333UZ0.ap-northeast-1.ell _
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Price Class = Use Only US, Europe and Asia A
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C A O https://console.aws.amazon.com/ W
- ) (11 » TT
AWS v Sel 7 v Global v St rt v
— S ‘Enabled” EAI7} ELICE 0| o
Distributions H . H —
CloudFront Distributions o{ AlO |
- xxxx.cloudfront.net 4|2
Distribution Settings Delete Enable Disz = Lo (2] — —
= QI=sHH 2ol 7= ¢ekL|Ct
Reports & Analytics Viewing:  Any Delivery Method v Any Status v - Viewing 1 to 1 of 1 ltems U R L E H | O |—:| | |—| 7 O I:I L E -
Cache Statistics N B - i
Delivery Method D v Domain Name Comment Origin CNAMEs  Status State Last Modified
Monitoring and Alarms
@ Web EBC8FGGERJOLZE d3s8d2n33kub - channys - Deploye« Enabled 2015-08-13 05 7 F o | - E A D:l 7 I- A-l I-I I E E— S
Popular Objects I D = O.” H 6
HAET—'I_:_I =O O —
Distributions CloudFront Distributions > E3C8FGGERJOLZE o AA _” = |_ Al AN OlA | I_
HES &7 5t &= JSLICL
What's New %
General Origins Behaviors Error Pages Restrictions Invalidations
Reports & Analytics Edit
Cache Statistics Distribution ID E3C8FGGERJOLZE
Log Prefix -
Monitoring and Alarms Delivery Method Web Al'
Popular Objects Cookie Logging Off *.CIOUdfronf.nef EE EI.JE
Distribution Status  Deployed O o — A
Top Referrers Comment - Emlo I— -|—_Iar_ H F I O = Hr#-_l,—
Usage Price Class Use Only US, Europe and Asia A A
Viewers State Enabled nl o I Emlo I I-1I° I *1” IA 1*6'0“*1
Alternate Domain Names (CNAMEs) - H1 71 (=] E OF A OIlA
. SSL Certificate . udfront.net) CNA"E = O U|II =T g LIEI'-
Private Content Domain Name = d3s8d2n33kubos.cloudfront.net 0 = = 0 = o
How-to Guide Custom SSL Client Support - 1 = E 1’ Cdn'creuil On'nell- E
. ) Default Root Object - kva 3| = X
Origin Access ldentity Last Modified 2015-08-13 05:49 UTC+9 c IOUd Fron.l- H H = II =2 = II Q.I
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& AWS WAF in Action

N\,

T AWS Management
Admins Console

Definerules Il
AWS WAF
-_/"'\_-
Deploy

tecti
Developers AWS API protection
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« 1.web ACL + 2. Rule -+ 3. Conditions 4. CloudFront

= H
E 7} 50
ALLOW requests by « the source IP
default, but... matches this list...
et e . BLOCK
if..

AA

for any request to
d123.cloudfront.net.
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CIDR notation on octet boundaries:
— 192.0.0.0/8 — Matches 192.* * *
— 192.168.0.0/16
— 192.168.32.0/24
— 92.168.32.64/32 - EtA IP =40 ZAH 20
= Strings and bytes
2 2789 o= 20 CisiME A|ZLM EM 7ts

X8 Atd|: Referrer whitelisting

,l‘l
iiiramazon

N7 webservices



.l, e =4 - Strings and bytes
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RAW request headers Rule

Host: www.example.com

User-Agent: Mozilla/5.0 (Macintosh; ...
Accept: image/png,image/*;q=0.8,*/*;q=0.5
Accept-Language: en-US,en;q=0.5
Accept-Encoding: gzip, deflate

Referrer: http://www.example.com/
Connection: keep-alive

String match condition

Check: Header “Referrer”
Match Type: Contains
Match: “example.com”

Action: ALLOW

AWS

WAF ‘
'l
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Filter settings

Specify the settings that you want to use to allow or block web requests. If you
add more than one filter to a SQL injection match condition, a web request
needs to match only one of the filters for the request to match the condition.
(The filters are ORed together.)

Part of the request  Query string ~ o
to filter on
Transformation R\ decode ~ o

Add another filter

s .l‘ll
.l amazon
I7 webs

services



- H2| 2EEZ N 2ASt2{™, 'URL decode’ Transform 24 3t

=
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Transform: URL Decode
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RestrictAdminPage

Edit rule

When a request is not originating from an IP Addresses in SeattleOffice
IP Addresses in SeattleOffice
IPV4 : 54.234.196.0/24

IP match
IPV4 : 54.234.195.0/24
IPV4 : 54.234.1.21/32
And

When a request is matching one of the filters in AdminLoginPage
Filters in AdminLoginPage

String match

URI matches STARTS_WITH '/admin/login.cgi' with LOWERCASE transformation.

B L AVIVEC V1]
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& Rule Order

e Rule 0] Cjet S M=2| & C|ZE Action.

If a request matches all of the conditions in a rule, take the corresponding action

Order |Rule Action
1 WhiteListPenTesters () Block @ Allow (O Count v
2 DropBlackListedlPs @ Block O Allow (O Count a v
3 RestrictAdminPage @ Block (O Allow () Count a v
4 KnownBadSignatures (@ Block O Allow (O Count a

If a request doesn't match any rules, take the default action

Default action * @ Allow all requests that don't match any rules

() Block all requests that don't match any rules

o oun viveS
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- web ACLS| BE BEE= TAIE 7ts.

If a request matches all of the conditions in a rule, take the corresponding action

Order Rule Action

1 WhiteListPenTesters () Block @ Allow () Count

2 DropBlackListedlPs @ Block Alow () Count  a w

3 RestrictAdminPage @ Block Alow () Count .

4 KnownBadSignatures @ Block Allow () Count -

If a request doesn't match any rules, take the default action

Defaultaction* @ Allow all requests that don't match any rules.

RestrictAdminPage Block all requests that don't match any rules.

Edtrie

—— Web ACL #1

1PV 54204195024

Vs 5420412122

and
‘When a request s matching one of the fiters in AdinLognPage

e -
S8 & ESE|AE m—— "

- WhiteListPenTesters Allow O Blook Cant @

. 2 KnownBadAttackSignatures)  Alow ® Bok O Camt @

rules,

g
8

Default action * Allow al requests that don't match any rules

) Block all requests that don't match any rules

Web ACL #2

CloudFront distributions
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11.00:00 1-15:00
D Total requests for this web ACL - Health Checkers - Beta customers Choose rules -
- Evil scrapers - QA Deamons

Sample requests

The following requests are sampled for the time period selected in the graph above. To view new samples,
choose Get new samples, or change the time period in the graph.

Add to IP match condition Add to string match condition
Sample data from 11:45-12:00 pm UTC, matching all rules ¥ Get new samples << < 1-3 of 3items > >>
IP Address Host name Matches rule Action Request time (UTC)
» 101.23.23.34 example.com/* Health Checkers Block 2015-11-23 12:00:23
» 92.23.45.67 example.com/* Beta customer Allow 2015-11-23 12:00:23 ﬁll
iriramazon
» 87.89.23. le. I -11- -00: (L )
87.89.23.34 example.net/adm Default Allow 2015-11-23 12:00:23 .- webservices
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« Alert Logic (PoC 2i|'#)

Server

ALLRT LOGIC
® ecurity. Compliance. Cloud.
l\ Security. Compl Cloud ”ﬁl‘l
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