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EC2 Management Console

& https

console.aws.amazon.com/ec2

Services v

EC2 Dashboard -
Events

Tags

Instances
Spot Requests

Reserved Instances

m

AMIs
Bundle Tasks

Volumes

Snapshots

Security Groups
Elastic IPs

Placement Groups

v2/home?region=eu-west-1¥Instances

Launch Instance Connect

Filter: Allinstances v

All instance types v

Actions v

Q Search Instances

X

Name ¥ ~ |InstancelD ~ Instance Type ~ Availability Zone v Instance State ~
[ I i-157c445d m1.small eu-west-1b ) running

adrien i-38ea8477 m1.medium eu-west-1b @ running

mail i-4e507502 t1.micro eu-west-1a @ running

minecraft i-bee14ef3 m1.large eu-west-1c @ running

<

Instance: i-157c445d

Description

Instance ID

Instance state

Instance type

Availability zone

Security groups

Scheduled events

Status Checks

ved. Privacy Policy

s affiliates. All rights resen

L

Monitoring Tags

i-157c445d

running

m1.small

eu-west-1b

Git_Repository. view
rules

No scheduled events

Terms of Use

Public DNS: ec2-46-137-170-115.eu-west-1.compute.amazonaws.com

Public DNS

Elastic IP
Private DNS

Private IPs

Secondary private IPs

VPCID

Ireland v Help v

o & 0

1 to 4 of 4 Instances

Status Checks ~ Alarm Status ~
& 22check..  None »
& 22 check.. None ®
& 22 check.. None %
& 22 check... None ®
»

[l — s

m

ec2-46-137-170-115.eu-
west-1.compute.amazonaws.com

46.137.170.115
ip-10-55-77-33.eu-
west-1.compute.internal
10.55.77.33

Feedback

amazon
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AWS Trusted Advisor Security

([P Rrefox =
Trusted Advisor -

@ https://aws.amazon.com/support/trustedadvisor

Trusted Advisor Download All §, Refresh All C*

E=TEE——)

Trusted A
customer

isor program monitors AWS infrastructure services, identifies customer configurations., compares them to known best practic
/hen opportunities may exist to save money, improve system performance, or close curity gaps. Help us make Trusted Ad

Y

& No issue detected Investigation Recommended B3 Action Recommended & Not Available
Summary Cost Optimizing Security Fault Tolerance Performance
$5,075 32 8 0
In potential annual savings Opportunities to enhance security Recommendations to improve availability Opportunities to improve performance

N N B

DS B O

Cost Optimizing Security Fault Tolerance Performance
Suppressed (0) Suppressed (0) Suppressed (0) Suppressed (0)

Recently Launched Checks

Amazon Route 53 High TTL Resource Record

» New Sets @2 0 of 16 resource record sets have TTL values that are too large.

S R P T

amazon

webservices



Trusted Advisor Download All {, Refresh All C*

The AWS Trusted Advisor program monitors AWS infrastructure services, identifies customer configurations, compares them to known best practices, and then
notifies customers when opportunities may exist to save money, improve system performance, or close security gaps. Help us make Trusted Advisor better -
click here to provide feedback =

&) No issue detected /) Investigation Recommended 3 Action Recommended @ Not Available
Summary Cost Optimizing Security Fault Tolerance Performance

4, Security Groups - Specific Ports Unrestricted L

Checks security groups for rules that allow unrestricted access (0.0.0.0/0) to specific ports.

(Show more)

P 12 of 71 security group rules allow unrestricted access to a specific port. Updated: 2013-09-06 05:32 PDT =
I Security Groups - Unrestricted Access L

Checks security groups for rules that allow unrestricted access to a resource.

(Show more)

» 20 of 71 security group rules have a source IP address with a /0 suffix. Updated: 2013-09-06 06:06 PDT
@ |AM Use L ™

Checks for your use of AWS Identity and Access Management (IAM).

(Show more) —

At least one IAM user, group, or role has been created for this account. Updated: 2013-09-06 05:57 PDT

& Amazon S3 Bucket Permissions LA

Checks buckets in Amazon Simple Storage Service (Amazon S3) that have open access permissions.

(Show more)

0 of 9 buckets have permission properties that grant global access. Updated: 2013-09-06 05:32 PDT
L

® MFA on Root Account J > T

amazon
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AWS Inspector

Agent 7|4t - O{Z2|#|0| M H O £Z FItt
Hob ZItH Adl - 710| = W&

APIS &t X532}

Rule Package

« CVE (common vulnerabilities and exposures) - X7 &5
- Network security best practices - 47 &=
- Authentication best practices - 97ll &=

- Operating system security best practices - 47l &5
- Application security best practices - 27| &=

« PCI DSS 3.0 readiness — 257 &= v

o .-‘--
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OHIO (Coming soon)

OREGON

N. CALIFORNIA

AWS GOVCLOUD

Ragion &
Number of Availability Zones

New Region
Coming Soon

MONTREAL (Coming soon)

OO

IRELAND

UK (Coming soon)

N. VIRGINIA

SAO PAULO

St 2EE| X2 K|S

U

BEWING
FRANKFURT
SEOUL
NINGXIA (Coming soon) O
TOKYO
INDIA (Coming soon) O

SINGAPORE

SYDNEY
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Encryption -

AbMlet S E 7t

A
ez

HTTPS N
SSL/TLS

VPN

& 4

4 N\

Object

Database

Filesystem

1}

EFZ1 B A "Securing Data at Rest with Encryption”.
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Customer Master
Key(s)
27| & QoA /22| sl 22

=)

H| A

o TE Yz 7| Bl /

[ ] [ ] [ ] [ ] Data Key 2 Data Key 3 Data Key 4

Oj

P

AWS CloudTrail

Amazon Amazon Amazon
S3 EBS Redshift
Object Volume Cluster

AfMBE LS Efd QU= YA KMS Cryptographic Details.
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AWS Key Management Service

CtAst AWS AH|AZ1 S8

O

CLUSTER DETAILS NODE CONFIGURATION ADDITIONAL CONFIGURATION

Provide the optional additional configuration details below.

Cluster Parameter Group ] default.redshift-1.0 v \ Parameter group to associate with this cluster.

Encrypt Database © None ® KMS © HSM Learn more about database encryption

IAM er
Master Key | CriticalData OO
Description Protects critical data in my applications
Account This account (IENEGE)
KMS Key ID [ .
[
ififamazon
4F webservices



AWS Key Management Service
Integrated with Amazon EBS

Create Volume X
Type (i) 'General Purpose (SSD) v |
size (GiB) (i) 100 | (Min: 1GiB, Max: 1024GiB)
IOPS (i) 300 /3000 (3000 IOPS bursts and baseline of 3
IOPS per GB)
Availability Zone (j) 'us-east-1b v |

SnapshotID (j) [.iearc h (case-insensitive

Encryption (j) “ Encrypt this volume

MasterKey (i) [CriticalData

Key Details

Description  This key protects critical data in my account
Account  This account (nbbORIND)
KMS Key ID DOmnmmiahidimmmm-20ec-33d40cacf295

‘
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AWS Identity and Access Management (IAM)

AWSAH|A QL 2|

« AMEXL A&, E(Role) &

Y

© Beusy

- 2R
- 20t

» JER2E o
\_ * CE AR 7

A0 Tk

AHEX} Ol S / ALEA &
A2 X} Ze|

OrMSH %

| I T

i

§

g SAl.

X

Bl M2

[
il =]
|_

Account <=
gl
Group: Group:
Admins Developers Test
| l I
Bob C——— Brad Cy——— Cathy ==
Susan | Jim Cy——" Allen (==
Mark C——"/ TestAppl {—=
Kevin | == TestApp2 C—=
DevAppl | —=
DevApp2  —
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| IAM Management Console

‘ @ https;//console.aws.amazon.com/iam/home?region=eu-west-1#users

Manage User Permissions Cancel x|

Set Permissions

Select a policy template, generate a policy, or create a custom policy. A policy is a document that formally
states one or more permissions. You can edit the policy on the following screen, or at a later time using the
user, group, or role detail pages.

© Select Policy Template
and groups.

> Read Only Access
Provides read-only access to AWS services and resources.

> AWS CloudFormation Read Only Access
Provides access to AWS CloudFormation via the AWS Management Console.

> CloudFront Full Access

Provides full access to the CloudFront console plus the ability to list Amazon S3 buckets via
the AWS Management Console.

© Policy Generator

© Custom Policy
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AWS WAF

2l 5t 5} A

WWWw.a.com

Safe
Traffic

*‘m‘

WAF

Edge Location

Edge Location

WAF

V.
‘
ZN

54 edges J

\.

WAF on CloudFront
edges

legitimate
traffic uvu
N\ L
users

SQL
Injectlon %
XSS, .
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AWS CloudTrail

AWSE O B= |0 tiet =2

CLI

CloudFormation

Console

ElasticBeanstalk
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=Hojl 2} ..

User Time
Tim |Created| 1:30pm
Sue 2:40pm
Kat |Created| 3:30pm
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AWS Config
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Resources History
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Crfol 2o HE 8l BEAE XN&5t= AWS EQF I H: http://aws.amazon.com/security
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e AWS Certification Update - 1SO 9001 Has 10
New Services in Scope

o How to Set Up SSO to the AWS Management
Console for Multiple Accounts by Using AD FS
and SAML 2.0

e How to Govern Your Application Deployments
by Using Amazon EC2 Container Service and
Docker
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http://aws.amazon.com/security/security-resources/

[ AWS Ot 227 ]

AWSE QL Sl AZSelo|elAaet ArHE XM HEE XS
http://bloqs.aws.amazon.com/security/
https://aws-preview.aka.amazon.com/ko/blogs/korea/
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